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Abstract—This work presents a novel algorithm for failure prediction in manufac-
turing processes using online unsupervised learning based on Kullback–Leibler
divergence (KLD). The proposed method continuously monitors sensor data by
comparing the probability distributions of a test window against those of a reference
window to detect deviations that signal potential system degradation. These
distributions are modeled as multivariate Gaussians to capture interdependencies
between sensor signals. The algorithm is applied to real-world data from an electric
arc furnace in the steel industry, demonstrating its ability to predict failures without
prior offline training. Experimental results reveal that multivariate KLD analysis
offers a more favorable balance between early fault detection and false alarm rates than univariate approaches. The
method provides a lightweight, data-efficient, and practical solution for predictive maintenance in industrial settings where
labeled failure data is limited or unavailable.

Index Terms—Sensor applications, anomaly detection, failure prediction, Kullback–Leibler divergence (KLD), manufacturing processes,
predictive maintenance.

I. INTRODUCTION

Condition monitoring has become crucial within the Industry 4.0
framework, especially for manufacturing industries, to ensure reli-
able, safe, and effective operations. More specifically, prognostics
and health management can provide timely and valuable information
for effective predictive maintenance, which aims to avoid unexpected
failures and reduce unexpected downtime [1].

Signal processing approaches are possible, e.g., estimating the re-
maining useful life of a gearbox via fusion of time-domain, frequency-
domain, and envelope spectrum features was developed in [2].
However, the complexities and nonlinearities of realistic industrial
scenarios make it difficult to predict system degradation accurately.
Advanced Bayesian models based on enhanced particle filters have
been proposed in [3]. Unsupervised anomaly detection is a more
suitable paradigm for condition monitoring since typical scenarios of
interest exhibit very few anomalous examples, and because monitoring
systems should be effective in the presence of unseen anomalies. Sup-
port vector machines have been largely considered, e.g., for vibration
analysis of jet engines [4]. Recent approaches rely on deep learning
and advanced signal processing techniques, e.g., transformers and
convolutional networks are combined within a multiobjective training
framework in [5], while low-rank representation is exploited in [6]
for mitigating the impact of noise and outliers in the training phase.
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Graph signal processing is exploited to model the temporal and spatial
information and learn their nonlinear relation to degradation [7]. An
extensive review and quantitative comparison of methods for unsu-
pervised anomaly detection is found in [8]. Most approaches achieve
good performance for sufficiently large training datasets. However,
data are scarce in several practical cases due to their being expensive to
collect or privacy issues that prevent sharing. In this context, anomaly
detection methods have been developed based on the Kullback–Leibler
divergence (KLD), to rely on small training datasets for modeling the
normal behavior [9]. KLD for anomaly detection was also explored
with applications in cognitive-radio systems [10].

Different from previous works, this letter contributes to exploiting
a KLD-based approach for online failure prediction when a reliable
training set is missing. Also, in addition to the false alarm rate, we
consider the impact of different approaches on the average prediction
time. Moreover, it presents a preliminary performance evaluation in a
real-world manufacturing process scenario.

The rest of this letter is organized as follows. Section II provides in-
formation about the available dataset; Section III outlines the method;
Section IV presents the numerical results with related discussion.
Finally, Section V concludes this letter.

II. DATASET DESCRIPTION

The manufacturing process analyzed in this work involves elec-
tric arc furnaces (EAFs) in a steel production factory. The provided
data include metric metering data, i.e., a time series of electricity
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Fig. 1. Normalized measurements (blue), failure start (yellow), failure
stop (red). (a) Energy. (b) Power.

consumption with a 1-min resolution collected from 30 August 2022,
to 8 May 2024. It also includes the information collected in the
manufacturing execution system (MES), where the main variables
of each casting (i.e., temperatures, current, and power) are stored in
batches. After data cleaning, some castings were neglected due to
missing information or an incoherent signal for electricity consump-
tion, reducing the total batches from 17 411 to 9047. The following
criteria are established to consider the data valid: 1 MES includes
the number of EAFs used; 2) MES includes the start time of the
casting; 3) the metric metering data for the EAF consumption includes
any electricity consumption for the batch’s manufacturing period.
Also, the measured data have been inspected with reference to the
available labeled failure information. Failures with durations shorter
than 15 min have been ignored. In this work, we discuss the results
of processing data related to six variables: energy consumption per
casting (Energy), average power per casting (Power), casting duration
(Power ON), steel liquid weight per casting (Steel), CH4 consumption
per casting (CH4), and O2 consumption per casting (O2). Without loss
of generality, measurements have been individually normalized within
the range [0, 1]. Fig. 1 shows an example of normalized measurements,
where labeled information about failure starts and stops is also present.
The overall available measurements were divided into segments for
failure prediction analysis. Each segment starts from the stop of a
failure to the start of the following failure. Measurements from each
segment have been linearly interpolated with a time resolution of 30
min. Segments smaller than 24 h were excluded from the analysis,
resulting in 132 segments suitable for the analysis.

III. KLD-BASED FAILURE PREDICTION

An information-theoretic approach for anomaly detection based
on the KLD (requiring no training) has been explored for failure
prediction. The KLD is a statistical distance measuring how much
two distributions differ from each other [11]. The formal definition of
the KLD of a continuous random variable x ∈ R

k is the following:

DKL(p||q) =
∫
Rk

p(x) ln

(
p(x)

q(x)

)
dx (1)

Fig. 2. Reference window (yellow) and test window (green) for PDF
estimation.

where p(x) and q(x) are two k-dimensional probability density func-
tions (PDFs). In the specific case of multivariate Gaussian distribu-

tions, i.e., x
p∼ N (μp, �p) and x

q∼ N (μq,�q ), (1) translates into the
following:

DKL(p||q) = 1

2

(
tr(�−1

q �p) − k + (μq − μp)T�−1
q (μq − μp)

+ ln

(
det(�q )

det(�p)

))
(2)

where μp (respectively, μq) denotes the mean vector of p(x) (respec-
tively, q(x)) and �p (respectively, �q) denotes the covariance matrix
of p(x) (respectively, q(x)).

The underlying assumption for exploring this approach is that
(some) anomalous behavior leading to failures or other critical issues
builds up over time because of some degradation process; thus, it could
be detected early or predicted by monitoring and assessing behavioral
deviations. We propose using the KLD between a distribution p(·)
estimated from a reference window and a distribution q(·) estimated
from a running test window as highlighted in Fig. 2 with reference
to two generic measurement variables M1 and M2. The reference
window comprises the initialWp samples of the available measurement
variables. The test window, instead, is considered to be of size Wq.
To minimize the number of parameters to be estimated, the two
distributions are modeled as multivariate Gaussians, with mean vectors
and covariance matrices estimated via maximum likelihood1

μ̂p = 1

Wp

Wp∑
m=1

x[m] (3)

�̂p = 1

Wp

Wp∑
m=1

(
x[m] − μ̂p

) (
x[m] − μ̂p

)T
(4)

μ̂q[n] = 1

Wq

n∑
m=n−Wq+1

x[m] (5)

�̂q[n] = 1

Wq

n∑
m=n−Wq+1

(
x[m] − μ̂q[n]

) (
x[m] − μ̂q[n]

)T
(6)

where the moving nature of the test window is made explicit via the
time index n. Note that the hat symbol over a parameter denotes an
estimate. By computing the variations of the KLD with respect to the

1To ensure the invertibility of �̂p and �̂q[n], particularly in the presence of highly correlated
signals or limited sample sizes, we recommend the following regularization: (i) convert

�̂ into its corresponding correlation matrix via R̂ = diag(�̂)−
1
2 �̂ diag(�̂)−

1
2 ; (ii) upper

bound the absolute value of the nondiagonal elements of R̂; (iii) reconstruct the covariance

matrix via �̂ = diag(�̂)
1
2 R̂ diag(�̂)

1
2 ; (iv) apply a lower bound to the diagonal elements

of �̂.
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Fig. 3. Performance metrics. (a) Prediction time. (b) Potential false
alarm.

Fig. 4. KLD analysis of a segment leading to a predictable failure.
(a) Energy. (b) Power. (c) KLD.

time index n, we have a mechanism for monitoring relevant statistical
variations of the measurements with respect to the initial conditions.
An increasing trend with time of the KLD denotes a consistent devia-
tion from the initial operating conditions, likely leading to anomalies
and potential system failure. Then, a threshold-based rule (assessing
if the KLD rises above a fixed level) is suitable for early anomaly
detection or as a failure prediction mechanism. Specifically, a given
threshold level is considered for analyzing the potential presence of a

Fig. 5. Performance for 1-D and 6-D KLD for different window size:
Wp = Wq = 20 (solid lines) and Wp = Wq = 30 (dashed lines). (a) Aver-
age prediction time. (b) Potential false alarm rate.

Algorithm 1: Failure Prediction Algorithm

1: Input: features’ values; predefined threshold
2: while system is operational do
3: select first Wp samples of each feature
4: compute reference mean vector via (3)
5: compute reference covariance matrix via (4)
6: set counter as inactive
7: while no failure detected do
8: select most recent Wq samples of each feature
9: compute test mean vector via (5)

10: compute test covariance matrix via (6)
11: compute KLD between test and reference via (2)
12: if KLD value ≥ threshold & counter is inactive then
13: raise an alarm
14: start counter (active)
15: end if
16: if KLD value < threshold & counter is active then
17: declare false alarm
18: set counter as inactive
19: end if
20: end while
21: if counter is active then
22: declare correct prediction with prediction time by

counter
23: end if
24: end while

failure, and performance is assessed with respect to prediction time and
potential false alarm rate. The first moment when KLD values exceed
the threshold level is considered a possibility to declare a warning.
Thus, the time difference between the actual failure start (end of the
segment) and this warning instant represents the prediction time (the
larger, the better). In addition, if KLD values happen to be smaller than
the threshold level after a warning has been identified, then the segment
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is counted as a potential false alarm; otherwise, if KLD values stay
above the threshold level until the end of the segment, no false alarm
is assumed. Fig. 3 presents a graphical description of these metrics
while Algorithm 1 provides the corresponding pseudocode for their
computation.

IV. RESULTS

Segments have been processed using the KLD-based approach pre-
viously described. The window sizes used are Wp = Wq = 20 samples
(unless otherwise specified), and the test window is shifted with steps
of five samples. Fig. 4 shows an example of the KLD analysis for a
single segment (extracted from the measurements in September 2022).
The red dots in Fig. 4(a) and (b) represent the measurements, while
the blue solid lines represent the interpolated measurements. Fig. 4(c)
shows the KLD values computed from the 1-D analysis (i.e., when
interpolated measurements for Energy and Power are individually
processed) and the KLD values computed from the 6-D analysis (i.e.,
when multivariate distributions are considered by pairing interpolated
measurements). In all cases, an increasing trend in the KLD values
is experienced when approaching the failure, even though some os-
cillations are present.2 This specific segment also shows that 1-D and
6-D approaches exhibit different characteristics: both the 1-D KLD
curves start the increasing trend early, while the 6-D KLD curve has a
more pronounced peak value. As clarified via the following analysis,
these aspects translate into different performances between the two
approaches. A statistical analysis based on the available segments has
been conducted to assess the potential performance of the proposed
approach. Fig. 5 shows the performance in terms of average prediction
time and potential false alarm rate for different levels of the threshold
of three monitoring approaches based on: 1) using only the variable
Energy, 2) using only the variable Power, and 3) using all six vari-
ables introduced in Section II. It is interesting to notice that, when a
univariate approach is employed, the KLD approach allows a tradeoff
between prediction time and false alarm rate by changing the threshold
level: small threshold levels provide large prediction time (desirable)
and large false alarm rates (undesirable), while large threshold levels
reduce the prediction time (undesirable) and reduce the false alarm rate
(desirable). This is not the case for the multivariate approach, which
shows an inverse trend since it experiences an increasing false alarm
rate, with a simultaneous slight decrease (nearly constant behavior)
in average prediction time. This counterintuitive behavior is possible
mainly due to our definition of potential false alarm, where multiple
crossings of the threshold (due to a volatile behavior of the KLD) are
counted as multiple potential false alarms [Fig. 4(c) clearly shows this
behavior of the multivariate case]. However, it is apparent that moving
from a 1-D approach to a 6-D approach significantly improves the
performance since it allows working at a low potential false alarm rate
and high average prediction times. Using only the variables Energy or
Power, with W = 20, the average detection time spans 14 and 20 h,
while the 6-D case is 20 h, approximately. Conversely, the false alarm
rate in the 1-D cases exhibits unacceptable values in the [0.5, 0.8] range,

2Similar analyses have been conducted with different combinations of features without
relevant additional insights.

while the 6-D approach provides false alarm rates in the [0.2, 0.7]
range. Fig. 5 shows the impact of W on the performance, with average
detection time and false alarm rate decreasing, showing a clear tradeoff
between the two metrics, where a bigger value of W reduces the
potential false alarm rate at the expense of a lower average prediction
time. Finally, it must be noted that the complexity of the KLD-based
algorithm is dominated by the matrix inversion in (2), which is O(k3).

V. CONCLUSION

A KLD-based failure-prediction approach was proposed and tested
on real-world data from the steel production industry. The algorithm
does not require training. Performance assessment was presented and
compared in the cases of univariate versus multivariate processing,
with the latter approach exhibiting significantly lower false alarm
rate while also reducing the average prediction time. The algorithm
is suitable for other industrial applications.
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